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What is Protocol





OSI based IoT Protocols 









● MQTT (Message Queuing Telemetry Transport): MQTT is a 
lightweight publish/subscribe messaging protocol widely used in 
IoT applications. It is designed for efficient and reliable 
communication in constrained environments with limited bandwidth 
and high latency. MQTT uses a client/server model, where devices 
publish messages to topics and other devices subscribe to these 
topics to receive the messages. It operates on top of TCP/IP and 
supports asynchronous messaging, making it suitable for 
resource-constrained devices and low-power networks.









ISA 100 HAP : ISA-100.11a Human-Machine 
Interface Access Point

ISA 100 HAP is a wireless protocol specifically designed for 
industrial automation and control systems. It provides 
reliable and secure communication between industrial 
devices, such as sensors, actuators, and controllers. ISA 100 
HAP operates in the 2.4 GHz frequency band and supports 
both point-to-point and mesh networking topologies. It offers 
low latency, high reliability, and robustness, making it 
suitable for demanding industrial environments.



● CoAP (Constrained Application Protocol): CoAP is a 
specialized web transfer protocol designed for IoT devices 
with limited resources, such as low-power sensors and 
actuators. It is a lightweight protocol that enables devices to 
communicate with each other and with web servers using a 
RESTful architecture. CoAP is built on top of UDP, making it 
efficient for constrained networks. It supports 
request/response interactions and allows for resource 
discovery, observation, and event notifications.





Edge Server

● Edge servers in fog computing architectures often act 
as intermediaries between IoT devices and the cloud. 
They collect, preprocess, and filter data generated by 
the IoT devices, performing initial analytics and 
making localized decisions. This localized processing 
reduces the need to transmit all data to the cloud, 
resulting in more efficient use of network bandwidth 
and reduced cloud infrastructure costs.





CEP Task
● Must done:

– Sensor Architecture
– Data Architecture

● Install Ubuntu Core Operating System on RaspberryPi
– Make IoT Architecture
– Start working on software Architecture
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