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Internet of Things
(loT) & Security




What is loT?

* Internet of Things.

* Any device that can send and receive data through
the internet.

« Examples include phones, smart devices
(fridge, camera, lights, TV), industrial applications like
smart city devices (traffic monitoring).
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Why is IoT Security so Important?

* loT devices are typically not very secure.
* They use simple default passwords.
* Infrequent patches - Iif any.

* Left on the corporate or home network visible to other
devices/servers/computers.

Infrequent
Patching is
especially
prevalent on
cheaper brands -
like a lot of the
off brand ones
from China




Default Passwords Remember, a

criminal only
needs one

* A lot of devices come preconfigured with simple UNSECUre
entrance to

default username/passwords. S ———
home. Your

network and

e [tis important to change these default passwords to g?ﬁt:a a"et no
. Iirrerent.
new secure ones as soon as you get the device.




How Easy is it to Crack Remember, a

criminal only

Default Passwords? needs one
unsecure
 Search up a device make/model followed by "default entrance to
password”. access your
home. Your
network and
o . data are no
* http://open-sez.me - This is a website that keeps a different.

database of default credentials for all sorts of vendors
- home and enterprise.



http://open-sez.me/

Network Segmentation

* One of the most important things when it comes to
loT devices Is making sure to keep them on a different
network from your home or business.

* Companies that have been breached through loT
devices, often had them attached to their regular
network which allowed the attacker access to other
areas once they got in through the loT device.

Keeping them
separate will
mitigate the risk
of a more
vulnerable
device




Real World Examples:
Casino Breach

A casino was breached using an internet connected
fish tank.

e The tank was connected to a PC with IoT connected
devices like thermometer.

* The thermometer was the point of entry which then
allowed them to scan for vulnerabilities across the
network resulting in 10GB of data being stolen.




Real World Examples:

Mirai

 Botnet was created using loT devices (Cameras,
printers, refrigerators, doorbells, baby monitors, etc.).

* Hundreds of thousands of devices infected.
 DDoS against DYN (DNS service provider).

* DNS translates an IP address to the website name
(Netflix, Twitter, AWS, Etsy, Paypal, etc.).




Real World Examples:
Mirai Explained

* Found devices by scanning the internet for devices
who have telnet port open, it then runs.

 Ran those devices against password “dictionaries” of
commonly used and/or default passwords to gain
access.

* Once elevated permissions were gained on these
devices, they were connected to a C2 server.
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C2 stands for
Command&
Control.

A C2 server
commands a
Botnet.
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Kali Linux

» Kali Linux Is a popular open-source operating system
specifically designed for penetration testing and
ethical hacking.

* [t provides a wide range of tools and resources for
assessing the security of computer systems,
networks, and loT devices.

» Kali Linux is often used by security professionals and
researchers to identify and address vulnerabilities Iin
loT deployments.
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Why Kali Linux

Protects your Privacy

Legal Globally

Works Well at Minimum System Reqguirements
Feature Rich
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SDR (Software-Defined Radio)

» Software-Defined Radio is a technology that allows
flexible and programmable radio communication
systems.

* |In the context of loT security, SDR can be utilized to
analyze and monitor wireless communication
channels, identify vulnerabilities, and assess the
security of loT devices and networks.
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GNU Radio

 GNU Radio is an open-source software development
toolkit that provides a platform for designing and
implementing software-defined radios (SDRs) and
sighal processing systems. It offers a range of signal
processing blocks and tools that can be used to build
custom radio systems and perform various digital
signal processing (DSP) tasks.
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GNU Radio: Features

* Protocol Implementation: GNU Radio allows the implementation of various communication protocols used in loT,
such as Zigbee, Bluetooth Low Energy (BLE), LoRa, and more. With the flexibility of GNU Radio, developers can
create custom signal processing flowgraphs to decode and encode these protocols, enabling communication with
loT devices.

* Spectrum Analysis: GNU Radio provides a rich set of tools for spectrum analysis, allowing researchers and
developers to analyze and monitor the radio frequency (RF) spectrum used by IoT devices. This capability can be
used to identify and troubleshoot interference issues, perform signal characterization, and assess the performance
of lIoT networks.

*loT Security Research: GNU Radio's flexibility and extensibility make it an excellent tool for 10T security research.
Security professionals can utilize GNU Radio to analyze the security of wireless communication protocols used in
0T, identify vulnerabilities, and develop countermeasures. This can include activities such as signal eavesdropping,
packet injection, and protocol analysis.

* Rapid Prototyping: GNU Radio's graphical interface and code generation capabilities facilitate rapid prototyping of
loT systems. It allows developers to quickly build and test signal processing chains for 10T applications, enabling
faster development cycles and iterative design processes.

* Integration with SDR Hardware: GNU Radio supports integration with a wide range of SDR hardware devices.
This allows IoT developers to connect SDR devices to their GNU Radio flowgraphs and interact directly with 10T

devices operating in various frequency bands, facilitating experimentation, testing, and analysis.
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